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1.You are meeting with an enterprise customer that has a multivendor network. Which Cisco
Security product should you position with this customer?

A.CiscoWorks VPN/Security Management Solution Basic

B.Cisco Security MARS

C.Cisco Router and Security Device Manager

D.Cisco PIX Device Manager

Correct:B

2.A Cisco Outbreak Prevention Solution provides customers with many benefits. Within this
solution, which type of Cisco network security offering acts as the first line of defense to
proactively isolate infections by preventing worms or viruses from infiltrating endpoints?

A.NIPS

B.HIPS

C.Cisco I0S infrastructure security

D.Cisco antivirus software

Correct:B

3.Which two threat-defense features allow a network to correlate events, mitigate events, and
audit policies? (Choose two.)

A.proactive threat response

B.control of data transmission

C.application security

D.network containment and control

E.Anti-X defenses

Correct:A D

4.A hacker initiates an attack that floods the network, overwhelming the company server, router,
firewall, or network. Legitimate traffic cannot be processed, and the company cannot function.
This causes which security pain point?

A.DDoS attack

B.application security

C.theft of information

D.Day Zero attack

Correct:A

5.You are meeting with a financial customer who is concerned about Internet worms, viruses, and
other threats. A worm or virus would cost millions of dollars in lost productivity, and malware or
spyware could result in information theft. How should you position Anti-X defenses with this
customer?

A.Anti-X defenses intelligently analyze network payload so that application security tools can control port
80 misuse by rogue applications.

B.Anti-X defenses provide broad attack-mitigation capabilities and distribute defenses throughout the
network, including to critical system endpoints.

C.Anti-X defenses enable proactive response to threats by aggregating and correlating security
information.

D.Anti-X defenses render malware and spyware harmless by managing patches more proactively.
Correct:B

6.Which three ultimately lead to a higher TCO in terms of network security? (Choose three.)
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A.best-of-breed point products

B.nonstandard configurations

C.centralized network management

D.ongoing support services

E.multiple vendors that supply security

F.security technology that is distributed into the network infrastructure

Correct:AB E

7.Which security pain point can be resolved by each of these security products: Cisco ASA 5500
Series Adaptive Security Appliances, Cisco PIX Firewall 500 Series, Cisco Security Agent, and the
Cisco Guard DDoS Mitigation Appliances?

A.business disruption from an Internet attack, such as viruses, worms, and/or hackers

B.difficulty enforcing compliance to security policies that govern desktop antivirus software

C.extension of the investment in an existing Cisco router by making it a fully secure WAN device
D.remote employees that require access to the corporate network

E.firewall functionality that scales from the branch office to the network core

Correct:A

8.Because the initial product cost of a solution is often a fraction of the TCO over the life span of
the solution, which two other factors should be considered when talking about the TCO of
security? (Choose two.)

A.costs that are collected from a qualitative risk assessment

B.costs that are acquired from end-user training

C.costs that are associated with other similar competitive product offerings

D.costs that are associated with solution deployment

Correct:B D

9.Which Cisco Security Solution helps organizations to effectively avoid disruptions that are
caused by worms or viruses, while also helping to control the costs of deploying and maintaining
a secure network?

A.CiscoWorks VPN/Security Management Solution

B.Cisco Security Monitoring, Analysis and Response System

C.Theft of Information Solution

D.Outbreak Prevention Solution

Correct:D

10.Which business enabler provides a defense against damages and losses (such as financial,
legal, commercial, image, branding, property, and people), which directly affect the ability of a
company to do business?

A.government regulations

B.protection

C.ubiquitous access

D.contribution to profitability

Correct:B
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