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1.You have been asked to rind logs related to port authentication on an ArubaOS-CX switch for events
logged in the past several hours But. you are having trouble searching through the logs.

What is one approach that you can take to find the relevant logs?

A. Add the "-C and *-c port-access" options to the "show logging" command.

B. Configure a logging Tiller for the "port-access" category, and apply that filter globally.

C. Enable debugging for "portaccess" to move the relevant logs to a buffer.

D. Specify a logging facility that selects for "port-access" messages.

Answer: B

2.What is symmetric encryption?

A. It simultaneously creates ciphertext and a same-size MAC.

B. It any form of encryption mat ensures that thee ciphertext Is the same length as the plaintext.
C. It uses the same key to encrypt plaintext as to decrypt ciphertext.

D. It uses a Key that is double the size of the message which it encrypts.

Answer: C

3.What is one of the roles of the network access server (NAS) in the AAA framewonx?

A. It authenticates legitimate users and uses policies to determine which resources each user is allowed
to access.

B. It negotiates with each user's device to determine which EAP method is used for authentication

C. It enforces access to network services and sends accounting information to the AAA server

D. It determines which resources authenticated users are allowed to access and monitors each users
session

Answer: C

4.You have detected a Rogue AP using the Security Dashboard Which two actions should you take in
responding to this event? (Select two)

A. There is no need to locale the AP If you manually contain It.

B. This is a serious security event, so you should always contain the AP immediately regardless of your
company's specific policies.

C. You should receive permission before containing an AP. as this action could have legal Implications.
D. For forensic purposes, you should copy out logs with relevant information, such as the time mat the AP
was detected and the AP's MAC address.

E. There is no need to locate the AP If the Aruba solution is properly configured to automatically contain it.
Answer: C,D

5.What role does the Aruba ClearPass Device Insight Analyzer play in the Device Insight architecture?
A. It resides in the cloud and manages licensing and configuration for Collectors

B. It resides on-prem and provides the span port to which traffic is mirrored for deep analytics.

C. It resides on-prem and is responsible for running active SNMP and Nmap scans

D. It resides In the cloud and applies machine learning and supervised crowdsourcing to metadata sent
by Collectors

Answer: D
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